Navtel

29 Pipelined Data Encryption / Decryption

Systems

Standard

Features

Functional description

e High speed DES Encryption and

Decryption core The pipelined DES core encrypts and decrypts
e Compliant with FIPS PUB 46-3 block words of 64 bits with the ECB (Electronic
e Fully pipelined Codebook) method. The architecture is below :
e Available for all vendors
e Easy to use interface signals
¢ On the fly encryption decryption changes PlainText
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Clk IN 1 bit Input clock Encryption /
Reset_n IN 1 bit Reset (active Decryption » —P fusrf’:?ién
Low) Start
Enable IN 1 bit Enable v
Envin IN 1 bit Input envelop =l
EncryptDecrypt | IN 1 bit Encryption (‘1°) Permutation
or Decryption
(‘0’) selection
PlainText IN 64 bits Data to encrypt +
. or decrypt CypherText
Key IN 64 bits Encryption or 64 bits
decryption key
CypherText ouT 64 bits Encrypted or
decrypted data
EnvOut OUT 1 bit Output envelop Performance characteristics
The pipelined DES occupies 2755 slices on Xilinx
Virtex 2 Pro, and the synthesis frequency is
Timing 296MHz. The overall throughput is 18 Gbits/s.
CLKO [ O 5 VO VO O O VO VO VO O O VO VO VO Y VO VO R VO VY O W S W S O
Reset N — v

Enable

Envin

EncryptDecrypt

PlainText
Key

/ \

PT1 4 P12 { P13 § PI4 | PI5 | PI6 § PI7 § P18 | PT9 {PT10 { PT11 § PI12 ) PT13 | PI1AY PT16 { PT16 { PT17 4 PT18 J__
Keyl J Key? | Key3 J Keyd | Keyb || Keyb | Key? | KeyB } Key9 JKeyl0/Keyl1] Keyl12{Keyl 3/ Keyl4}Key15 ) Key16 [Keyl 7 Keyl18)

EnvOut I
CipherText
NAVTEL SYSTEMS Copyright © NAVTEL SYSTEMS 1994-2007 product@navtelsystems.com
2 bis rue Muette All Rights Reserved www.navtelsystems.com
28700 Houville-la-Branche
FRANCE
Tel : 33 (0)237257722

Fax : 33 (0)2 372579 83



